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Job Description 

The Principal Consultants and Architects at Herjavec Group are the technical experts for the technology stack 
we deploy, often being recognized in the industry an expert in IAM and the associated technology. 

They are responsible for designing and leading the technical deployments of PAM solutions at Herjavec 
Group. They often work as technical leads on customer projects and programs, advising on best practice for 
implementation and technical excellence.  

The Principal will lead and mentor a team of other consultants on their project or program. The successful 
candidate will have the opportunity to share their expertise with customers acting as a trusted advisor for 
topics within the IAM and PAM domain. They need to have extensive hands on experience in deploying large 
complex CyberArk or PAM projects. As such, excellent communication skills (both written and verbal) are a 
must as well as the ability to work across multiple accounts and projects at the same time. 
 
Responsibilities 
Be the Domain expert in Privileged Access Management and also CyberArk product 
Lead large enterprise deployments of CyberArk Privileged Access Solution through their full delivery life-
cycle 
Lead strategic PAM Assessments and Workshops using the Herjavec Strategic Workshop framework 
Design and architect solutions to meet the needs of customers PAM requirements 
Provide guidance on practices and trends in privileged access management 
Establish new standard approaches and practices for deploying PAM solutions and securing privileged 
accounts 
Develop and maintain positive and productive customer relationships 
Serve as the conduit for communications to and from the customer and Herjavec Group’s implementation 
services, sales, customer success, and marketing teams 
Receive and appropriately resolve and communicate customer issues and escalations 
Provide support in pre-sales activities including client presentations, product demonstration, leading the 
response to RFP’s, estimating and scoping proposals 
Provide subject matter expertise in designing, growing and enhancing Herjavec Group’s PAM Managed 
Services 
Build CyberArk PAS v12.1 (Vault, PVWA, CPM, PSM, PSMP) using AWS CloudFormation AMI templates 
(Infrastructure EC2 + Application) via DevOps, installed AAM Components (CCP). 
Work on multiple integrations like OKTA (SAML), AD (LDAPS), Splunk SIEM, O365 (SMTP), ServiceNow 
Ticketing, KMS Integration (Operator Keys Management (HSM)), CloudWatch Enterprise Monitoring.  
 
 
Required 
  
  Minimum 4 years direct experience in working on large, complex CyberArk implementations 
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 Certified CyberArk Sentry or higher 
 CyberArk certified delivery engineer 
 Sailpoint identity IQ implementation  
 Forgerock access management essential 
 Cyberarc certified sales professional  
 AWS certified solutions architect  
 Microsoft Certified: Azure Security 
Engineer Associate  
4+ years experience in consulting and systems integration 
     Strong problem-solving ability and excellent communication and presentation skills 
     Ability to work across multiple projects and programs simultaneously 
Experience with the following web technologies: XML, SPML, Web Services (SOAP/REST), web and    
application servers 
Experience on Windows and UNIX/Linux platforms 
Experience with databases (Oracle, Sybase, MSSQL, MySQL) 
Experience with directories (LDAP, AD) 
Familiarity with identity management solutions 
Readiness to travel up to 40% annually 
Bachelor’s degree or diploma in Computer Science or Computer Engineering 
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Why Herjavec Group? 
 
Our main objective is to help our clients overcome business challenges in Cyber Security. We work to understand 
business objectives and then design solutions fit for purpose, deploying these solutions from start to finish rolling out 
across the business, often globally.  
  
We provide trusted consulting services to major organisations, working with a wide range different business types, 
work cultures and technologies. Each client is different, and operates differently, so projects need to adapt to 
different ways of working. Projects can last anything from a week to several years, and working locations are often 
spread across client sites of different locations.   
  
Successful consulting is about delivering quality and reliable services to our clients, and being a subject matter expert 
in our Security domain. 
  
  
Why Herjavec Group?  
  
Nurturing ambition  
Our organisation is agile and adaptive, supporting and encouraging ambition, the pace of your career is completely 
in your control.  
  
Accelerate your Cyber Security career  
Your learning pace at is rapid and you will be exposed to all areas of the security domain, as our projects are varied 
both in nature, size and location. You could be running a security health check, implementing the latest end user 
security solution or working with the clients management team to develop a 3 year security strategy. You will be 
working in a team that contains subject matter experts who have spent a lifetime working in Cyber Security across the 
world.  
  
Culture for the next generation  
The general culture at Herjavec Group is to promote talent from within, so we encourage personal development via 
training, mentoring and time from senior management to build our capabilities with our team. We embrace flexible 
working, and regular team building days and socials.  
  
Be inspired  
Finally, we are passionate about IT Security and technology. The technology world is evolving rapidly and we hope to 
show you how our team embraces technology change and turns it into successful solutions that solve complex 
business problems.  
We work hard with integrity, but recognise success is a team effort where each of us supports others. It is important 
that we enjoy what we do.  
  
  
What We Look for:  
  
Motivated to accelerate your career  
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You have genuine interests in Technology, and are eager to take control of your career and super charge it in the 
world of IT Security  
  
Effective Communication  
You have the ability to communicate effectively with people of different backgrounds to you. Both in written and 
verbal communication, you provide a clear impact that is understood.  
  
Work with Integrity  
We work to the best of our ability in an ethical manner, adhere to processes and regulations, and challenge anything 
that you believe to be unethical.  
  
Embrace Technology  
You embrace new technology and ways of working. Curious about how new technology can be used to solve 
business problems.  
  
Contribution and Collaboration  
Be a strong team player, support others within your team, and share your knowledge within the organisation.  
   
  
Career Development and Training  
  
At Herjavec Group, we provide support to help you along your career path, ensuring you remain in control of your 
professional and personal development. This is important to use that you feel confident in your day to day activities 
and you reach your full potential.  
  
Employee peer support  
We employ official mentor schemes for junior members of staff to help them learn about the organisation and work 
effectively in their role. There are collaboration groups for knowledge sharing and developing alternative professional 
interests.  
  
Professional Qualifications  
We encourage obtaining professional qualifications and accreditations. These qualifications are great for your 
professional development, client assurance they are dealing with a trained professional and also good confirmation 
of your new skills.  
  
Technology Enablement  
We have extensive product and technology training courses that we use for internal and external training. Our 
training provides in-depth real life training modules that ensure you are fully enabled to excel in your role.    
 
Please send your CV’s to technologyjobsgta@gmail.com  


